k',\I,N(:WE(!]

Achieving SOC 2 Type 1 Compliance for a new financial services organisation

Background:

This case study outlines how our consultancy successfully guided our client through a
comprehensive review of an inherent data vulnerability, IT processes, data governance, and
management using, in this instance, the SOC 2 framework, the client's intended external
assessment method. We conducted a structured analysis that identified gaps in processes,
systems, and people management. By implementing our proposed resolution, the client
achieved SOC 2 Type 1 approval within three months of its first attempt. This
accomplishment enabled the client to secure third-party funding and acquire its first new
client, highlighting the value of our consultancy's expertise.

The client sought to achieve SOC 2 Type 1 compliance to enhance its data security posture,
secure third-party funding, and attract new clients. Our consultancy was engaged to perform a
review of the company's client data vulnerability, IT processes, data governance, and
management using the SOC 2 framework, and to provide guidance on addressing any
identified gaps.

Engagement Approach:

Our team employed a four-phase approach based on the SOC 2 framework:

a. Prepare & Analyse: We conducted a comprehensive analysis of the client's data
vulnerability, IT processes, data governance, and management practices to identify gaps and
areas for improvement.

b. Capture & Assess: We collected and assessed relevant documentation, policies, and
procedures to evaluate their alignment with SOC 2 requirements.

c. Remediate & Report: We developed a remediation plan to address the identified gaps and
provided guidance on implementing the necessary changes, as well as reporting on the
progress of the plan.

d. Attestation Review: We facilitated the attestation review process, ensuring the client was
prepared to demonstrate their compliance with SOC 2 requirements.

Key Findings:

Our structured analysis revealed several gaps in the client's processes, systems, and people-
related aspects:

a. Data Vulnerability: The client's data protection measures were insufficient, leaving them
exposed to potential data breaches and security risks.

b. IT Processes: Several IT processes lacked proper documentation and controls, increasing
the likelihood of errors and inefficiencies.
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c. Data Governance & Management: The client's data governance and management practices
were not fully aligned with SOC 2 requirements, leading to inconsistencies in data handling
and storage.

Implemented Solutions:

Our remediation plan included the following key recommendations:

a. Strengthen Data Security: We advised the client to implement robust data protection
measures, including encryption, access controls, and regular security audits.

b. Enhance IT Processes: We helped the client develop and implement improved IT process
documentation and controls to increase efficiency and reduce the risk of errors.

c. Improve Data Governance & Management: We guided the client in aligning their data
governance and management practices with SOC 2 requirements, ensuring consistent and
compliant data handling across the organization.

Results and Impact:

The implementation of our recommendations led to significant improvements in the client's
IT practices and SOC 2 compliance:

e The client achieved SOC 2 Type 1 approval within three months, demonstrating their
commitment to data security and privacy.

e The successful first-time pass enabled the client to secure third-party funding, providing
them with the necessary resources to grow their business.

e The achievement of SOC 2 Type 1 compliance contributed to the client gaining their first
new client, further validating their commitment to maintaining high standards in data
protection and IT processes.

Conclusion

The engagement with our client exemplifies the value of a structured and comprehensive
approach to addressing data vulnerability, IT processes, data governance, and management
using the SOC 2 framework. Our diligent analysis and tailored resolution strategy facilitated
the identification and remediation of critical process, system, and people gaps. As a result,
our client successfully achieved SOC 2 Type 1 approval within three months on their first
attempt, which was instrumental in securing third-party funding and acquiring their first new
client. This accomplishment not only bolstered the organization's reputation but also paved
the way for continued growth and success in a competitive market.
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